
	 1 

Intelligence and National Security Studies 

 

The University of Texas at El Paso 

INSS 4303-001 (CRN 26421) & INSS 4303-002 (CRN 28659):  

Ethics for Security Professionals 
Instructor: Joseph Ulatowski 

jwulatowski@utep.edu 
 

Spring ‘A’ - 2020 

Course Description 

This is an introductory ethics course for security professionals and our primary focus will be on how to apply 
normative ethical theories to moral questions that arise for national and international security professionals.  
Our particular emphasis will be on the problems of secrecy, just war, intelligence, surveillance, spying, and 
bioethics. A positive consequence of this course is to make future and current security professionals aware 
of and sensitive to ethical issues that they can expect to encounter in their daily work and to give them 
some guidance for how they ought to resolve these issues. There will be a brief introduction to moral 
philosophy and normative ethics at the beginning of the course to allow students to become familiar with 
the different ethical theories that they may apply to applied moral problems.  Students will become familiar 
with basic ethical theories and concepts, relevant legal frameworks such as the laws of armed conflict, and 
ethical problems that have arisen due to technological development (e.g. surveillance and biotechnology).   

N.B. Students should note that while international and domestic laws are relevant for making ethical 
decisions, our primary objective in this course will be to explore the moral questions that arise for security 
professionals, which may be independent of such laws. Think of how laws and moral principles come apart 
in this way: (a) while it may not be legally permissible to drive 100mph on I-10, there may be no moral 
reason against doing so; and (b) while it may be legally permissible for one to cheat on a spouse or partner, 
there may be moral reasons against doing so.  Our focus will be the moral questions that arise from such 
issues. 

 
Course Objectives 

 

After completion of the course students will be able to:  

• Outline and apply basic ethical theories and approaches, including deontological ethics, 
consequentialist ethics, and virtue ethics;  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• Understand and use ethical reasoning in a variety of contexts;   

• Discuss the dilemma of secrecy in matters of national security and the potential  threat to 
democracy and accountability;   

• Analyze a variety of ethical problems and cases in the contexts of military operations, intelligence 
collection and analysis, and homeland security and formulate well-reasoned ethical judgments; 

• Articulate their own perspectives on the discussed ethical issues and problems;   

• Demonstrate active learning through critical questioning, synthesis, and evaluation of course 
readings and resource materials, active discussion, and analytical writing.   

 

Course Schedule 
 

Week of 1/21 Introduction to Moral Philosophy 
 • Deontological Ethics 

• Consequentialist Ethics 
• Virtue Ethics 

 

Week of 1/27 The Ethics of Secrecy 
 • National Security v. the Public’s Right to Know 

• Secrecy and Accountability 
• Secrecy and Self-Deception 
• Leaks and Whistleblowers 

 

Week of 2/3 Military Ethics 
 • Just War Theory and the Laws of Armed Conflict 

• Military ethics and irregular warfare 
• Cyber war ethics 
• Ethics of unmanned combat 

 

Week of 2/10 Intelligence Ethics 
 • HUMINT Related Issues 

• Analysis Related Issues 
• Covert Action Related Issues 

Mid-term Exam 

Week of 2/17 Ethics of Surveillance 
 • Necessity of Surveillance 

• Trust and Autonomy 
• Chilling Effect 
• New Surveillance Technology 

 

Week of 2/24 Ethics of Spying 
 • Enhanced Interrogation Techniques 

• Privacy and Spying 
• Consequences of Spying 
• Unintended Consequences of Surveillance 

Essay Due 

Week of 3/2 Bioethics for National Security 
 • Human Experimentation 

• Disease Control and Bioterrorism 
• Human Enhancement (Super Soldiers) 
• Neuroscience and Bioethics 

Final Exam 
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Reading Assignments 
 

Date Readings 
Week of 1/21 • Deigh, John (2013), An Introduction to Ethics, Cambridge: Cambridge 

University Press, pp. 1-24. 
• Kupperman, Joel J. (2009), “Virtue in Virtue Ethics,” The Journal of Ethics 

13:2/3, pp. 243-255.   
• Mason, Elinor (2009), “What Is Consequentialism?,” Think 8:21, pp. 19-

28. 
• Mijoskovic, Ben Lazare (2007), “Virtue Ethics,” Philosophy and Literature 

31:1, pp. 133-141.   
• Rachels, James (1986), “Kantian Theory: The Idea of Human Dignity,” in: 

The  Elements of Moral Philosophy, New York: Random House, pp. 114-
17, 122- 123. 

Week of 1/27 • Ellsberg, Daniel (2010), “Secrecy and National Security Whistleblowing,” 
Social Research 77:3, pp. 773-804. 

• Thompson, Dennis F. (1999), “Democratic Secrecy,” Political Science 
Quarterly 114:2, pp. 181-193. 

• Weil, Vivian (1989), “Military Research, Secrecy, and Ethics,” Annals 
New York Academy of Sciences 577:1, pp. 193-199.   

Week of 2/3 • Anderson, Kenneth & Matthew Waxman (2012), “Law and Ethics for 
Robot Soldiers,” Policy Review 176:176, pp. 35-49. 

• Barrett, Edward T. (2013), “Warfare in a New Domain: The Ethics of 
Military Cyber-Operations,” Journal of Military Ethics 12:1, pp. 4-17. 

• Dunlap, Charles J. (2013), “Some Reflection on the Intersection of Law 
and Ethics in Cyber War,” Air & Space Power Journal 27.1, pp. 22-43.   

• Pavlischek, Keith (2009), “The Ethics of Counterinsurgency,” Current 
(June), pp. 11-16. 

Week of 2/10 • Gendron, Angela (2005), “Just War, Just Intelligence: An Ethical 
Framework for Foreign Espionage,” International Journal of Intelligence 
and Counterintelligence 18:3, pp. 398-434. 

• Quinlan, Michael (2007), “Just Intelligence: A Prolegomena to an Ethical 
Theory,” Intelligence and National Security 22:1, pp. 1-13. 

Week of 2/17 • Pfaff, Tony & Jeffrey R. Tiel (2004), “The Ethics of Espionage,” Journal of 
Military Ethics 3:1, pp. 1-15. 

• Welch, Bryant L. (2010), “The Torturer’s Apprentice: Psychology and 
‘Enhanced Interrogations,’ ” Global Dialogue 12.1, pp. 1-13. 

Week of 2/24 • Allen, Anita L. (2008), “The Virtuous Spy: Privacy as an Ethical Limit,” 
The Monist 91:1, pp. 3-22. 

• Lyons, Richard (1997), “Jeremy Bentham’ Ethics of Surveillance: A 
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Critical Analysis,” Journal of Thought 32.4, pp. 43-52. 
• Macnish, Kevin (2012), “Unblinking Eyes: the Ethics of Automating 

Surveillance,” Ethics and Information Technology 14.2, pp. 151-167.	
• Sorell, Tom (2011), “Preventive Policing, Surveillance, and European 

Counter-Terrorism,” Criminal Justice Ethics 30:1, pp. 1-22.	

Week of 3/2 • Allhoff, Fritz, Patrick Lin & Jesse Steinberg (2011), “Ethics of Human 
Enhancement: An Executive Summary,“ Science and Engineering Ethics 
17:2, pp. 201-212. 

• Cook, Michael (2009), “The Ethics of Epidemics,” Australasian Science 
30:5, p. 47. 

• Kass, Nancy E., Jean Otto, Daniel O’Brien & Matthew Minson (2008), 
“Ethics and Severe Pandemic Influenza: Maintaining Essential Functions 
through Fair and Considered Response,” Biosecurity and Bioterrorism: 
Biodefense Strategy, Practice, and Science 6:3, pp. 227-236.  

• Rawlinson, Paddy (2013), “Of Mice and Men: Violence and Human 
Experimentation,” State Crime 2.1, pp. 72-90. 

• Tennison, Michael N. & Jonathan Moreno (2012), “Neuroscience, Ethics, 
and National Security: The State of Art,” PLoS Biology 10:3, pp. 1-4. 

 
 

Course Requirements 
 

Students have to regularly participate in graded online discussions (group work), complete a mid-term and 
a final exam, and write an essay (3,000 words).  

Essay 

All students must submit electronically one 3,000 word essay by 11.59PM on March 6, 2020. The essay 
should conform to the general standards of a graduate academic paper. The introduction has to contain a 
clearly stated thesis in relation to the original essay question. The essay has to be clearly structured. 
Sources have to be properly referenced. A minimum of five sources should be used, which should be listed 
in an attached bibliography.  

Students have to support substantive statements or not commonly known or controversial facts with 
references. Any citation, direct or indirect, from another source has to be referenced. Students should use 
footnotes for references that include all the necessary bibliographical information.  

Books should be referenced in the following way:  

Mark Lowenthal (2009), Intelligence: From Secrets to Policy, Washington, DC: CQPress, p. 86.  

Journal Articles should be referenced in the following way:  

Richard J. Aldrich (2009), “Global Intelligence Cooperation vs. Accountability: New Facets to an Old 
Problem,” Intelligence and National Security 24 (1), p. 26.  

Internet Sources should be referenced in the following way:  
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Bowman H. Miller, “The Death of Secrecy...Need to Know with Whom to Share,” Studies in Intelligence 
55(3), https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/csi-
studies/studies/vol.-55- no.-3/the-death-of-secrecy-need-to-know...with-whom-to-share.html, accessed 26 
October 2011.  

For the essay, students may choose to respond to one question from a list of four essay questions, which 
appear below. Late submissions will be tolerated only in exceptional cases. Without proper 
documentation essays that are submitted late will receive an automatic 10% reduction in the grade.  

Discussion Postings 

Students enrolled in the class will be divided into two groups, Group A and Group B. The members of 
each of group have to jointly prepare a discussion paper of a length of 500 words for each week. The 
topics for these discussion papers are listed below. The discussion paper must be posted on the 
discussion board on Monday (for weeks 2, 3, 4, and 5). The group has to respond to the paper of the 
other group with a second discussion posting of about 250 words containing a counterargument by 
Thursday of the same week. Each group will receive a grade for its performance in the debate during the 
weeks with discussions. 

Here is a recommended schedule for students to follow for Group Discussion Posts: 

Sunday Monday Tuesday Wednesday Thursday Friday Saturday 

Groups should 
finalize 
discussion 
post, by 
reviewing the 
draft to ensure 
that it contains 
no 
grammatical or 
spelling errors. 

Group A & 
Group B posts 
500 word 
discussion 
paper. 

Groups should 
discuss the other 
group’s discussion 
post and begin to 
draft a response 
to the post. 

Groups should 
finalize discussion 
post by reviewing 
the draft response 
post, should 
designate a group 
member to post 
the response, and 
should ensure that 
the response 
contains no 
grammatical or 
spelling errors. 

Group A & 
Group B posts 
250 word reply to 
other group’s 
discussion paper 
posted on 
Monday. 

Groups should 
begin 
conversation 
(electronically) 
about Monday’s 
discussion post. 

Group should draft a 
discussion post and 
designate a group 
member to post that 
discussion post to 
Blackboard. 

 

  

The group discussions will be graded according the following criteria:  

• How well did the initial discussion paper cover the main aspects of the topic? 

• How persuasive was the argument that was presented?   

• Was the group able to sufficiently support its position with evidence, such as  relevant facts, 
details. and examples?   

• How well did the group respond to the discussion paper of the other group?   

• Which group was able to make a better case for the position they were given to defend?  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Exams 

The mid-term exam will have the format of a timed exam containing 10 basic knowledge questions about 
important theories, concepts, and examples covered in the lectures and required readings that are to be 
answered in 3-5 sentences. The mid-term exam will be available the week of February 10, 2020. The 
time limit for completion will be 1.5 hours (90 minutes). 

There will be a final exam during the week of March 2, 2020. Once the student has begun the final exam, 
they have 3 hours to complete it.  DO NOT start the exam until you are prepared to complete it.  The final 
exam will cover topics and readings from the entire course. The exam questions refer to the weekly 
reading materials and will include objective questions and short essay questions.  

The final exam will have the format of short essay questions. The students will be given five questions 
and be required to answer three. The answers have to contain argument, they have to be structured 
(introduction, main body, conclusion), and they have to be given in full sentences. The time limit for 
completion of the answers will be 3 hours. 

Weighting of Assessments 

Discussion 2 10% 

Discussion Week 3 10% 

Mid-Term Exam 20% 

Discussion Week 5 10% 

Discussion Week 6 10% 

Essay 20% 

Final Exam 20% 
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Discussion Papers 

 
Date of Posting the Viewpoint Paper 
on Blackboard 

Topic 

Week 2 Group A: Edward Snowden is a genuine whistleblower 
and what he did was ethical. 
Group B: Edward Snowden is a traitor to America and 
his actions were irresponsible and unethical. 

Week 3 Group A: When fighting an enemy, who does not play 
by the laws of armed conflict, it is permissible not to 
grant them some of the protections of international law. 
Group B: The fact that the enemy does not follow the 
laws of armed conflict in no way affects our ethical or 
legal obligations towards the enemy. 

Week 4 Group A: A case officer has a moral responsibility 
towards their agents and should protect them as much 
as possible. 
Group B: Agents are ultimately traitors to their own side 
and their motivations are often questionable – there is 
no moral obligation on part of the case officer to protect 
the agent. 

Week 5 Group A: People have no right to privacy when they are 
in the public sphere and there are no ethical limitations 
to surveillance in public spaces. 
Group B: People do have a right to privacy even when 
they are in public spaces – certain forms of intrusive or 
blanket surveillance should be strictly limited or possibly 
prohibited altogether. 

 
Essay Questions 

 
Question 1 What are the ethical and legal limitations to 

government secrecy? Consider cases where 
government secrecy was justified and when it 
was not. 

Question 2 When is it ethical to use offensive cyber warfare 
against adversaries, and what are the ethical 
and legal limitations to its employment? 

Question 3 To what extent did the ‘enhanced interrogation 
techniques’ authorized by the George W. Bush 
administration violate international and moral 
norms? 

Question 4 What are the main ethical dilemmas with 
respect to using neuroscience research for 
accessing and potentially manipulating the brain 
of adversaries? 
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Course Schedule Changes 
 

As the course instructor, I reserve the right to adjust the course syllabus or change assignments as 
necessary. I will be sure to give you plenty of notice prior to changes. Remember that our course syllabus 
and class schedules are living documents and can be changed! 
 

Class Participation 
I strongly recommend that you check the course at least three times a week on Mondays, Wednesdays, 
and Fridays at a minimum to keep up. E-mail messages are sent to your UTEP e-mail address, so you 
will want to check your UTEP e-mail several times a week.  

There will be no incompletes offered in this course. Past experience has shown that if you cannot 
complete the course during the time allotted, you probably never will. 	

Some guidelines for being a successful student in an online class:  

• Online learning is not a spectator sport: It is everyone’s responsibility to participate as fully as 
they can to get the most from the experience. Here are some simple rules to follow to ensure your 
participation and engagement in the learning process:  

• Ask questions: If you do not know the answer, someone else will.   
• Reach out to the others: Offer a fact, article, link or other item that can help others learn.   
• Be appropriate: The online classroom is not the place for insulting or insensitive comments, 

attacks, or venting. Inappropriate behavior will usually subject to  disciplinary action, as well.  
• Be diplomatic: When sending messages on emotionally charged topics, make sure you write the 

message and then walk away for at least an hour before re- reading the message and then 
sending it. Re-reading emotionally charged messages ensures that they are constructive instead 
of destructive. Think of the person at the other end. 

• Stay focused: Stay on topic to increase the efficiency of your learning. 
• Take advantage of all resources given to you to succeed in the class.  

 
Effective Electronic Communication 

It is important to share a word of caution, so we can become wiser about interpersonal distance learning 
communications. When communicating electronically, many of the feelings or impressions that are 
transmitted via body language in face-to-face communications are lost. Consequently, interpreting 
emotions and innuendos is much more difficult. Only what is written, or drawn, carries the message. 
Often, excitement can be misinterpreted as anger or insult. It is important that we all keep this in mind as 
we communicate. Words in print may seem harmless, but they could emotionally injure us when working 
at a distance. Hence, it is vitally important that we are conscious of how we communicate while working at 
a distance. Information on Netiquette, the etiquette of Internet communication, can be found at 
www.albion.com/netiquette.  

Time Management 
The rule of thumb for time planning for a course is approximately three (3) hours for every credit hour 
taken. This is a standard figure recommended across the board by American universities. For a 3-credit 
course, you should expect to spend: 3 hours of class time + 9 hours of study and preparation time = 12 
hours per week. 
 

Academic Dishonesty Statement 
Academic dishonesty is prohibited and is considered a violation of the UTEP Handbook of Operating 
Procedures. It includes, but is not limited to, cheating, plagiarism, and collusion. Cheating may involve 
copying from or providing information to another student, possessing unauthorized materials during a 
test, or falsifying research data on laboratory reports. Plagiarism occurs when someone intentionally or 
knowingly represents the words or ideas of another person’s as ones’ own. And, collusion involves 
collaborating with another person to commit any academically dishonest act. Any act of academic 
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dishonesty attempted by a UTEP student is unacceptable and will not be tolerated. Violations will be 
taken seriously and will be referred to the Dean of Students Office for possible disciplinary action. 
Students may be suspended or expelled from UTEP for such actions.  

Academic dishonesty is an assault upon the basic integrity and meaning of a University. Cheating, 
plagiarism, and collusion in dishonest activities are serious acts which erode the University’s educational 
and research roles and cheapen the learning experience not only for the perpetrators, but also for the 
entire community. It is expected that UTEP students will understand and subscribe to the ideal of 
academic integrity and that they will be willing to bear individual responsibility for their work. Materials 
(written or otherwise) submitted to fulfill academic requirements must represent a student’s own efforts. 
Any act of academic dishonesty attempted by a UTEP student is unacceptable and will not be tolerated. 
Violations will be referred to the Dean of Students Office for possible disciplinary action. Students may be 
suspended or expelled from UTEP for such actions  

Notice of Safe Assign 
This course may utilize third party software that has the ability to automatically detect plagiarism on 
documents submitted for grading. 
 

Copyright Notice 
Many of the materials posted within this course are protected by copyright law. These materials are only 
for the use of students enrolled in this course and only for the purpose of this course. They may not be 
further retained or disseminated. 
 

Disabled Student Statement 
In Section 504 of the Vocational Rehabilitation Act of 1973 and the Americans with Disabilities Act (ADA) 
of 1990, if a student needs an accommodation then the Office of Disabled Student Services located at 
UTEP need to be contacted. If you have a condition, which may affect your ability to perform successfully 
in this course, you are encouraged to discuss this in confidence with the instructor and/ or the director of 
the Disabled Student Services. You may call 915-747-5148 for general information about the American 
with Disabilities Act (ADA) and the rights that you have as a UTEP student with a disability.  
 
Individuals with disabilities have the right to equal access and opportunity. It is the student’s responsibility 
to contact the instructor and the Disabled Student Services Office at The University of Texas at El Paso.  
 

Technical Assistance 
The University of Texas at El Paso offers complete technical information and help desk support at 
http://issweb.utep.edu/techsupport/. 


